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Abstract: Industrial control systems (ICS) often contain sensitive information related to the cor-
responding equipment being controlled and their configurations. Protecting such information is
important to both the manufacturers and users of such ICSs. This work demonstrates an attack vector
on industrial control systems where information can be exfiltrated through a electromagnetic (EM)
radiation covert channel from the wired Ethernet connections commonly used by these devices. The
attack leverages compromised firmware for the controller—capable of encoding sensitive/critical
information into the wired network as packet transmission patterns. The EM radiation from the
wired network’s communication is captured without direct physical interaction using a portable
software-defined radio, and subsequently demodulated on the attacker’s computer. This covert
channel facilitates the exfiltration of data from a distance of up to two metres with a data rate of 10 bps
without any significant data loss. The nature of this covert channel demonstrates that having strong
firewalls and network security mechanisms does not fully protect ICSs, or other critical networked or
local, air-gapped infrastrusture.

Keywords: covert channel; EM radiation; exfiltration; air-gap; Ethernet; software-defined-radio

1. Introduction

Large-scale industrial environments often consist of electrical, electronic, hydraulic,
and various other components, which need to function under tight control. Industrial
control systems (ICS) are responsible for the monitoring and controlling of these compo-
nents and are being increasingly employed to control critical infrastructure the world over.
The information stored and processed on ICSs can be considered critical to the smooth
operation of the industrial environments where they operate [1]. As a result, ensuring the
security and preventing leakage of data from ICSs can be considered vital to the successful
operation of several public services and industries.

ICSs are designed from the ground up to be as robust as possible, and ideally, to
operate for decades without significant maintenance or downtime [2]. Broadly speaking,
computing technologies are ever-evolving and advancing, and the relatively frequent
(i.e., every few years) replacement and upgrading of consumer and industrial computer
equipment is commonplace. However, several factors prevent ICSs from being upgraded
or replaced at a similar timescale, including financial, the inability for critical infrastructure
downtime, and often the sheer scale of the endeavour. Once deployed, it usually takes in the
order of 15 to 20 years for an ICS to be replaced with newer components and products [1].
This upgrade-cycle lag has serious security consequences, as any known vulnerabilities are
often left unaddressed for significant periods of time [3]. Vulnerabilities and attack vectors
that are easily and frequently patched in modern computing systems can remain present in
critical ICS infrastructure for years.

Side channels allow attackers to retrieve information from a system by monitoring
inert characteristics of the system, such as execution time, power consumption or memory
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usage patterns. The target device does not need a direct output to the attacker’s system
for the side-channel analysis approach to be viable. Instead, side channel attacks are
possible when an attacker has the ability to monitor non-functional characteristics of
internal device activity, e.g., its running time, power consumption, memory accesses, or
packets communicated over a network. Sensitive data has been successfully discovered and
exfiltrated through side-channel attacks in various systems, including web applications [4],
electronic and IoT systems [5], and cryptographic systems [6].

A covert channel is a communication channel that leverages a regular, legitimate device
communication channel to transfer illegitimate data. System administrators may not be
aware such data transmission is occurring as it is transferred through a legitimate channel.
Data can even be stolen from highly-secured, air-gapped, non-networked computers
through such covert channels. Several side channels exist in a typical computer that can
be leveraged as covert channels, such as the sound a computer generates when operating,
i.e., an acoustic side-channel [7], the power consumption of a computer, i.e., a power side-
channel [8], operational indicator LEDs, i.e., an optical side-channel [9], and electromagnetic
radiation (EMR) from different components of a computer, i.e., an EM side-channel [10,11].

Ethernet cables are typically designed to keep electromagnetic (EM) interference at
a minimal level to avoid inadvertently impinging with other communication (wired or
wireless) devices in the vicinity. Nonetheless, the most commonly used Ethernet cables, i.e.,
twisted pair, often still emit a small amount of EM radiation due to manufacturing defects.
Radiation is difficult to capture when the cable is appropriately shielded [12]. Several
recent studies have demonstrated that this small amount of radiation can be detected and
leveraged as a side channel to leak information [4,12]. Therefore, there is potential to
leverage this unintended EM radiation from wired network cables as a covert channel for
sensitive information leakage.

This work demonstrates that the unintended EM radiation from Ethernet cables, com-
monly used in ICSs and other networked devices, can be leveraged to build a covert channel
to leak critical data from the system. Malicious code injected into a critical component of an
ICS can cause specific network traffic patterns to intentionally modulate critical data into
the EM radiation of the Ethernet cables. The demonstrated attack is performed by sending
two carefully-chosen network traffic patterns through the Ethernet cable by a malicious
code running on the victim device, i.e., ICS. A software-defined radio hardware along
with a decoding software running on the attacker’s computer captures the EM radiation of
the Ethernet cable and successfully recovers the data modulated into the network by the
malicious code. This work makes the following contributions:

• Demonstrates and experimentally evaluates the design of a covert channel protocol
that can exfiltrate data through the EM radiation of Ethernet cables.

• Introduces and experimentally evaluates a methodology to automatically detect
information-leaking EM frequencies of Ethernet cables.

• Explores the potential of increasing reliability in EM-based covert channels through
error correction codes.

• Discusses the impact of the identified attack vector on the large-scale industrial con-
trol systems.

The rest of the paper is organised as follows. Section 2 provides an overview of
the state of the art literature on the domain of covert channels in general, and EM-based
covert channels in particular. Section 3 details the specific covert channel attack vector
that is utilised by the presented work. Section 4 provides a comprehensive coverage on
the algorithms to detect information-leaking EM radiation frequencies on Ethernet cables.
Sections 5 provides the details of the design and the implementation of the introduced
covert channel, followed by its experimental evaluation in Section 6. Finally, Section 7
discusses the findings and their implications before Section 8 concludes the paper.
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2. Related Work

An air-gapped computer is one that is separated from the outside world to prevent
threats coming from outside the local network. A bare-minimum method may be made
available for such computers to transfer legitimate data under tight control, i.e., updated
configuration files, software updates, log files, etc. Nonetheless, numerous side-channels
can be converted into covert channels for data exfiltration from such air-gapped computers.

Table 1 depicts a comparison of different physical covert channels.

Table 1. Comparison of existing physical covert channels.

Covert Channel Type Wall-Penetrating Bandwidth

BitWhisper [13] Thermal No 0.002 bps
Fansmitter [7] Acoustic No 0.25 bps
Magneto [14] Magnetic No 5 bps

Odini [15] Magnetic No 40 bps
USBee [16] Electromagnetic Yes 640 bps

PowerHammer [8] Power No 1000 bps
xLED [9] Optical No 1000 bps

Hard Drive LED [17] Optical No 4000 bps
Bitjabber [10] Electromagnetic Yes 300,000 bps

2.1. Acoustic Side Channels

Acoustic side channels involve a malicious user or a program using computer speakers
to transmit sonic and ultrasonic signals to a nearby receiver. For example, Fansmitter [7]
is malware that can leak data out from audio-gapped computers by utilizing the CPU or
casing fan noise to encode information. The malware regulates the device’s fan speed to
enable a vector for information leakage through the acoustic side-channel. These acoustic
patterns can be captured using a remote microphone, a nearby smartphone, or a similar
electronic device.

2.2. Visual Based Side Channels

Most electronic devices have built-in LEDs to display the status of the devices. xLED [9]
is malware that controls the LEDs’ status in routers and LAN switches. The flickering of
the LEDs can be used to encode and modulate sensitive data. The produced signal can be
recorded by distant cameras, surveillance cameras, smartphone cameras, or other optical
sensors. The malware can use both amplitude and frequency-based encoding techniques,
achieving from 10 bps to 1 kbps of data rate over the LED covert channel.

2.3. Electromagnetic Side Channels

EM side channels are the most common and widely known side channels in the
literature. In 1985, a group of researchers demonstrated that EM emissions from VGA
cables can be captured and used to reconstruct the visual content [18]. Guri et al. [14]
demonstrated the use of covert magnetic signals to leak data from remote, air-gapped
computers to neighbouring smartphones. The suggested covert channel still functions even
if a smartphone is stored in a Faraday shielding case. Malware regulates workloads on
CPU cores to control the magnetic fields emitted by the running machine. This magnetic
field can encode and transfer encryption keys, passwords, and keylogging data.

Schulz et al. [12] explored the EM radiation of wired networks as a side-channel. The
authors performed an analysis on the 10BaseT Ethernet standard—capturing emissions
radiated from Ethernet cables, and subsequently, decoded frames from captured radiation.
The authors used a USRP x300 software-defined radio (SDR) for capturing the radiation.
A hardware setup similar to their work is used for the research presented as part of this
paper. Following a similar approach, Zhan et al. [10] used an emission from a DRAM clock
to transmit information from a computer. This approach used a SDR with a log periodic
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antenna to capture the covert signals. They achieved a high transmission rate up to 300,000
bps with a shallow error rate of less than 1%.

3. Covert Channel Attack Model

The IEEE 802.3 standard defines the physical and data-link layer behaviour of wired
local area networks, which is commonly referred to as Ethernet. There exists several variants
of the IEEE 802.3 standard with varying hardware configurations and data rates. A standard
Ethernet cable has eight wires twisted into four pairs. In the case of Ethernet standards
10BASE-T (IEEE 802.3i) and 100BASE-TX (IEEE 802.3u), only two twisted pairs are used
for full-duplex communication—one pair for transmission and another pair for receiving
and collision detection. Fast Ethernet standard (100BASE-TX) uses a 4-bit-to-5-bit (4B5B)
encoding scheme along with multi-level 3 (MLT-3) line encoding to modulate and transmit
data in a physical medium [19]. The 4B5B uses a lookup table to convert every four bits
of data into five bits, while the MLT-3 uses three levels of signal to modulate every single
bit [20].

The encoding used in the 100BASE-TX standard is designed to minimize the unde-
sirable EM emissions (EMR) from the cable during operation. In addition, the cables
are physically designed to minimize the amount of unintentional EM radiation, such as
using various types of cable shielding. When an electrical signal is travelling through
an individual wire inside a data cable, it generates EM radiation. This EM radiation can
induce noise on the other wires, disrupting the data being transferred through them. In-
stead of using a single wire, the application of a pair of wires twisted with each other and
transferring a differential signal helps to cancel out such harmful radiation. Therefore,
under ideal conditions, an IEEE 802.3 twisted pair cable will not cause any detectable EM
radiation. However, in real-world settings, various manufacturing and handling defects
occur; twisted pair cables are not uniformly twisted, and the signal attenuation of the two
wires in a twisted pair are not similar. Due to these weaknesses, EM radiation can still
emerge from twisted pair cables with a detectable amplitude. The resulting EM radiation
is shown to be correlating with the information being transmitted through the Ethernet
cable [21].

The proposed covert channel exploits this EM radiation generated by the Ethernet
cables used in ICS networks to exfiltrate their internal data. A basic model of the attack
configuration is illustrated in Figure 1. There, in order to exfiltrate data from an ICS through
an EM-based covert channel, two main components should exist. On the victim ICS device,
there should be a specific malicious code running that has access both to the internal data
of the device and to the network interface. The role of the malicious code is to read any
sensitive information from the host device and modulate it into the EM radiation of the
cable. This modulation is to be achieved by the malicious program sending specific network
packet patterns over the cable in such a way to cause correlating EM radiation patterns. The
second component in the attack model is the attacker’s hardware and software setup, which
consists of a software-defined radio to capture EM radiation and a computer to process EM
data. The attacker’s setup will be continuously capturing and demodulating EM radiation
of the cable to retrieve data sent by the malicious code running on the victim ICS. In the
demonstrated attack in this work, a HackRF One software-defined radio [22] was used
with a laptop computer as the attacker’s setup, while another laptop computer and a router
connected through an Ethernet cable were used to represent the victim network.

In this work, the delivery of the malicious code into a victim ICS device is outside the
considered scope. The proposed attack is only viable if such a malicious code is available
on the victim device to modulate data. There are various well-explored approaches to
inject malicious code into a target computer, such as installing malicious code through the
network using weak or default passwords used on victim devices [23].
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Figure 1. Illustration of the proposed attack model and experimental setup. Malware on an infected
target computer manipulates the network communication, resulting in deliberate EMR patterns used
to transmit a covert signal to a nearby receiver.

4. Detecting Radiation Frequency

When building a covert channel over the EM radiation of Ethernet cables, it is necessary
for the attacker to be aware of the frequency of the EM radiation. The attacker would
be able to receive and demodulate data only if this information-leaking frequency is
known. Therefore, the first step of developing an EM-based covert channel is to identify
the information-leaking EM radiation frequency of the target Ethernet cable using the
most reliable approach. Different categories of Ethernet cables have different emission
frequencies. The following experiment was conducted to identify the radiation frequency
of a cable when two dissimilar network packet patterns are delivered through it. Those
two network packet patterns can later be used to modulate a digital 1 and 0 on the physical
layer of the covert channel.

4.1. Hardware and Software Setup for Experiments

The experimental hardware setup uses a computer connected to a router through
a Cat5 UTP Ethernet cable, representing the target ICS’s wired network. The resultant
radiation signals are observed through a HackRF One SDR device [22], along with a mag-
netic H-loop antenna, connected to the attacker’s computer. The observed EM radiation
data are stored on the attacker’s laptop for postmortem analysis. Figure 1 illustrates the
arrangement of the target network and the attacker’s equipment in a realistic scenario.
For the experimental evaluation of this phase, i.e., detecting the radiation frequency, the
computer to which the Cat5 cable is connected and the attacker’s computer to which the
SDR hardware are connected are the same machine.

The software running on the attacker’s laptop consists of an EM trace collector with
three parallel threads collecting data. The first thread sends a set of predetermined network
packet patterns through the Ethernet cable to the router, causing the Ethernet cable to
produce intentional EM radiation patterns. The second thread reads the EM radiation data
captured through the SDR hardware and saves them into EM trace files. The third thread
sniffs the Ethernet network interface of the attacker’s computer (to which the Ethernet cable
is connected for experimental purposes), and saves network traffic packets as PCAP files.
These three threads operate in a synchronized fashion so that each captured EM radiation
data file corresponds to a specific transmitted network packet pattern through the wired
network. The objective is to use these synchronized data to identify two network traffic
patterns that cause two uniquely distinguishable EMR patterns.

4.2. Data Collection

Since a HackRF One SDR device was used for capturing EM radiation, the possible
EM radiation frequency range to consider can span from 10 Mz to 6 GHz. However,
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it was empirically observed that the frequencies closer to the lowest edge of HackRF’s
sensitive range are often affected by the device’s internal noise itself. Therefore, it was
decided to consider 30 MHz as the starting frequency in the suspecting frequency range
to scan through. Similarly, it is important to decide the upper bound of the suspecting
frequency range. Although it could have been set to 6 GHz, i.e., HackRF’s maximum
sensitive frequency, it was practically impossible to consider such a large frequency range.
This is due to the storage and computational overhead posed by the data produced by
the HackRF device. Due to this reason, it was decided to consider frequencies only up to
220 MHz in the experimental procedure. As a result, this work considered the frequency
range from 30 MHz to 220 MHz in the experiments to identify an information-leaking EM
radiation signal.

The EMR data collection thread of the attacker’s computer controls the SDR hardware
to scan the frequency range from 30 MHz to 220 MHz, with 1 MHz steps. This results in
160 frequency channels to monitor, e.g., 30 MHz, 31 MHz, 32 MHz, . . . , 218 MHz, 219 MHz,
and 220 MHz. The procedure in collecting data was to transmit different network traffic
patterns through the Ethernet cable while capturing the EM radiation coming from each
of the aforementioned frequency channels. For each frequency channel, six EM trace files
and six network packet trace files were recorded, respectively, per each network packet
transmission pattern. While a broad range of potential network packet patterns can be
effective in producing unique and detectable EMR patterns, the following limited set of
network packet patterns were used during the experimentation due to simplicity and ease
of performing experiments:

• No packets (Medium is idle)—P0;
• 50 UDP packets with non-zero payload—P1;
• 50 UDP packets with all zero payload—P2;
• 50 TCP packets with non-zero payload—P3;
• 50 TCP packets with all zero payload—P4;
• 50 IP packets with all zero payload—P5.

4.3. Dissimilarity Analysis

In order to build a covert channel to infiltrate data, there should be a way to represent
bit-level 0 and 1 on the EM radiation patterns. If the two EM radiation patterns are
significantly different from each other, it would be possible to demodulate data from the
EM radiation with minimum errors. Therefore, after the dataset is collected, a dissimilarity
analysis was employed to find two network traffic patterns that create the most dissimilar
radiation from the cable. Once it is identified, these patterns can be used to modulate the
bit-level 1 and 0 representations. In order to quantify the dissimilarity among different
EMR patterns, three metrics were empirically evaluated—namely cosine similarity, Pearson
correlation, and cross-correlation. The findings of these metrics are compared with each
other below to find the best pairs of network traffic patterns.

In order to perform a comparison between the dissimilarity metrics and identify the
two network traffic patterns that are producing a significantly distinguishable EMR signa-
ture, it is necessary to have a well-defined process. For this purpose, a leakage frequency
analysis algorithm is introduced as illustrated in Algorithm 1. This algorithm takes the
Fast Fourier Transformation (FFT) of the EM trace files and uses the three aforementioned
similarity metrics on the FFTs. The metrics are recorded for subsequent layer analysis.
When calculating the FFTs of the two EM trace files, and slight differences in their size
can cause a problem. To overcome this issue, the shortest file length is considered as the
window size for the FFT.

After the dissimilarity algorithm was run over the collected EM data set, the two
network traffic patterns that produced the most dissimilar EM radiation patterns were
selected to represent the bit-level 1 and 0. As will be described further in Section 6, the two
patterns that were selected are P0 and P1. Figure 2 illustrates the waveform of those two
EM trace files that correspond to network traffic patterns P0 (in orange colour) and P1 (in
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blue colour). A clear difference is observable between the two packet patterns in these two
EM radiation waveforms. Due to this difference, the emitting frequency for the Cat5 UTP
cable is identified as 220 MHz. Similarly, the best patterns to modulate binary 1 and 0 are
chosen as P0, i.e., when the medium is idle, and P1, i.e., when UDP packets with non-zero
payloads were sent. Furthermore, the results from the dissimilarity algorithm revealed that
cross-correlation is the best metric to analyse the dissimilarity between the two signals.

Algorithm 1 Leakage frequency analysis algorithm
Input: Data = Data set containing pattern traces.
Output: Best patterns pair with minimum similarity.

1: for f req← start...end do
2: for patterni ←Data[ f req] do
3: for patternj ←Data[ f req] do
4: windowSize← minLength(patterni, patternj)
5: f f ti ← getFFT(patterni, windowSize)
6: f f tj ← getFFT(patternj, windowSize)
7: cosineSimilarity←

getCosineSimilarity( f f ti, f f tj)
8: pearsonCorrelation←

getPearsonCor( f f ti, f f tj)
9: xcor ←

crossCorrelate( f f ti, f f tj)
10: results[ ]←

(patterni, patternj,
cosineSimilarity, pearsonCorrelation, xcor)

11: end for
12: end for
13: end for
14: Output← minimumSimilarity(results[ ])

0 100000 200000 300000 400000 500000 600000 700000 800000
0.2

0.1

0.0

0.1

0.2

0.3

P1 - Sending UTP packets
P0 - Medium is idle (Background Noise)

Figure 2. Comparison of waveform of traffic patterns P0 & P1 at 220 Mhz.
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5. Covert Channel Design and Implementation

This section presents the overall design and implementation of the covert channel, where
data framing, encoding, transmission, and reception are aligned in a coherent manner.

5.1. Structure and Encoding of Data Frame

When designing the covert channel, simply modulating digital 1 and 0 values in
the data using the two previously identified network traffic patterns is not reliable. A
communication channel of this nature has two important requirements in order to be useful:
(1) minimising errors and (2) time synchronisation between the sender and receiver. For
the former requirement, a data frame structure was designed incorporating error correcting
codes. The frame contains an eight bit preamble, which is an alternating 1 and 0 sequence to
detect the start of the frame. The payload is 42 bits long, and an eight bit cyclic redundancy
check (CRC) is generated on the payload and appended to the end of the frame. Overall,
the data frame is 64 bits long. Both the payload and CRC are encoded with Hamming
codes. Hamming codes are a family of binary linear error correcting block codes. They are
considered to be a perfect code that has a high throughput compared to other error correction
codes. Hamming codes can correct one bit errors. Hamming(7,4) code is adopted in this
research for error correction. It encodes a four bit word into a seven bit code word by
adding three parity bits.

Due to the specific Hamming code in use, seven bits in the payload of the data frame
are used to represent four bits of data. Therefore, an ASCII character, i.e., with a size of eight
bits, occupies fourteen bits in the payload of a data frame. Since the payload carried by a
data frame has a capacity of 42-bits, a single data frame can be used to deliver three ASCII
characters at a time. Meanwhile, for the modulation of data to the physical medium, the
Manchester encoding scheme is used. With Manchester encoding, binary 1 is represented
by a rising edge, while binary 0 is represented by a falling edge. These transitions take
place at clock pulses. In this manner, the clock signal and the data stream are encoded
together. As a result, any requirement for clock synchronization is eliminated. Since the
amplitude of the signals varies over time, simple encoding schemes, such as On–Off Keying
(OOK), cannot be used here [24].

5.2. Transmission through Covert Channel

Algorithm 2 illustrates the procedure of preparing frames from the information, and
finally modulates these frames into the physical medium by generating Ethernet packet
patterns on the cable. Line 1 of the algorithm checks whether there is a valid string to
be transferred. It will split the string into chunks of maximum payload size and, in each
iteration, only one chunk will be considered. Line 3 conducts the frame preparation from
the supplied payload. From Line 5 onward, bits are modulated to the covert channel. Line
6 defines the time limit given to transfer the current bit, and it should transfer the bit in
that given time limit. In Manchester encoding, a rising edge denotes binary 1. Then, the
algorithm sleeps for half of the bitTrxTime. In another half of the bitTrxTime, it sends the
packets through the Ethernet cable, which mimics a rising edge. The opposite happens for
binary 0. First, it sends a packet for half a bitTrxTime and sleeps for the other half. In an
opposite pattern to before, this mimics a falling edge.
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Algorithm 2 EM signal modulation algorithm
Input: string, bitTrxTime, payloadSize

1: while string.length > 0 do
2: payload← getNextChunck(payloadSize, string)
3: f rame← prepareFrame(payload)
4: bitTrxEndTime← getCurrentTime()
5: for all bit← f rame do
6: bitTrxEndTime← bitTrxEndTime + bitTrxTime
7: hal f BitTrxEndTime← bitTrxEndTime + (bitTrxTime/2)
8: if bit == 1 then
9: sleep(bitTrxTime/2)

10: while getCurrentTime() < bitTrxEndTime do
11: sendPacketPattern()
12: end while
13: end if
14: if bit == 0 then
15: while getCurrentTime() < hal f BitTrxEndTime do
16: sendPacketPattern()
17: end while
18: sleep(bitTrxTime/2)
19: end if
20: end for
21: end while

5.3. Reception through Covert Channel

Algorithm 3 illustrates the procedure of demodulating transmitted data from the
captured EMR data, which is based on a simple template matching technique. It uses
normalized cross correlation to match the patterns to decode the data. In the algorithm,
Lines 1 to 5 initialise the required variables and parameters. Inside the main loop, Line 7
picks the next available portion (the size is equal to the window size) from the input array,
i.e., signalFile. Each window is appended to an array called samples. If any preprocessing
is required, e.g., taking FFT/Power-Spectral Density, it can be done to the window before
appending it to the samples. Lines 9-12 of the algorithm attempts to detect the preamble.
If the preamble is not detected and there are enough samples to detect it, then it will
proceed to detect a preamble in the samples. The detectPreamble procedure compares the
current samples array with a predefined preamble template to check if the samples array
looks similar to a preamble. As it was discovered by experimentation in Section 4, cross-
correlation performs better in comparing two EM radiation patterns. Therefore, it was used
for the comparison between the current sample array and the preamble template. If the
result passes a defined threshold value, it is considered that a preamble is detected. Once a
preamble is detected, the whole samples array is cleared.

Once the preamble is detected and there are enough samples to decode a bit, Line 14
will decode the bit. The decodeBit procedure works in a similar manner to detectPreamble. It
also takes the cross-correlation to compare the samples to check if it looks similar to a 1 or
0. It takes the cross-correlation with both templates 0 and 1 and picks the highest value to
classify the decoded bit into a 1 or a 1. This value should also pass a predefined threshold
value. Once a bit is decoded, it is added to demodulateArray. When the demodulatedArray
reaches enough bits for a frame, Lines 18-20 of the algorithm detect and correct errors in
the demodulated signal and decode the frame. In the decoding stage, it will validate the
CRC, and if it is successful, the bits will be decoded to resolve the original message.

The software code used for the implementation and evaluation of the work presented
as part of this paper are available in an open source GitHub repository (https://github.
com/shakthisachintha/em-covert-channel (accessed on 20 January 2023)).

https://github.com/shakthisachintha/em-covert-channel
https://github.com/shakthisachintha/em-covert-channel
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Algorithm 3 EM signal demodulation algorithm
Input: signalFile, sampleRate, windowSize, bitTime, preambleSize
Output: Collection of decoded frames

1: enabled← False
2: windowsPerBit← bitTime ∗ sampleRate/windowSize
3: demodulatedArray[ ]← [ ]
4: decodedFrames← [ ]
5: samples← [ ]
6: while signalFile.hasNext() do
7: window← signalFile.getNextWindow(windowSize)
8: samples.append(window)
9: if notenabled & enoughSamplesForPreamble(preambleSize) then

10: enabled← detectPreamble(samples)
11: samples.pop(0)
12: end if
13: if enabled & enoughSamplesForBit(windowsPerBit) then
14: bit← decodeBit(samples)
15: demodulatedArray.append(bit)
16: end if
17: if enoughBitsPerFrame(demodulatedArray) then
18: f rame← errorCorrect(demodulatedArray)
19: f rame← decodeFrame( f rame)
20: decodedFrames.append( f rame)
21: end if
22: end while
23: Output← decodedFrames

6. Evaluation

The proposed covert channel was evaluated across multiple aspects to evaluate its
effectiveness. This section outlines this evaluation.

6.1. Electromagnetic Radiation Dataset

For the purpose of experimentation, an EMR data set was collected on the aforemen-
tioned experimental setup. Table 2 illustrates a summary of the dataset collected. This
dataset represents EMR trace files captured while each of the network traffic patterns were
being transmitted thorough the Ethernet cable.

Table 2. EMR data set details.

Total Size 350 GB

Compressed Size 42 GB

Frequency Range 30–220 Mhz

Data Description For each frequency from 30 to 220 Mhz, data set contains EMR trace files
for each packet pattern and corresponding pcap files.

Total Samples 190 × 6 pcap files, 190 × 6 IQ files

Total Time 4 h 30 min Approximately

Hardware Setup UTP cable, HackRF One SDR, H-Loop antenna, SLT Router, MacBook Pro

Software Setup Python3.7, Scapy Library, GNU Radio Library, h5py Library for
data compression

6.2. Leakage Frequency Detection

In order to evaluate the leakage frequency detection algorithm, experiments were
conducted against the aforementioned dataset captured using the experimental setup.
At the end of each experiment, the dissimilarity metrics for each pair of the considered
network traffic patterns were plotted. With the plotted values, it is easier to identify valleys
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that provide the similarity between the patterns. The lower the similarity, the better the cor-
responding pair of network traffic patterns to represent digital 0 and 1 symbols. Out of the
three similarity metrics considered, cosine similarity and Pearson correlation demonstrated
similar results, while cross-correlation indicated opposite results to the previous two. With
these results, further analysis was narrowed down to a few optimal frequencies. Figure 3
illustrates the selected frequencies from the cosine and Pearson correlations: 42–50 MHz,
91–99 MHz, and 200–213 MHz. Similarly, the selected frequencies from cross-correlation
are also shown in Figure 4: 30–35 MHz, 120–125 MHz, and 148–152 MHz.
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Figure 3. Cosine similarity (red) and Pearson correlation (blue) for the two traffic patterns across the
frequencies analysed.

25 50 75 100

Frequency (Mhz)
150 175 200 225

20000

21000

22000

23000

24000

25000

26000

27000

C
ro
ss
C
o
rr
el
at
io
n

xcor

125

Figure 4. Cross-correlation for the two traffic patterns across the frequencies analysed.

6.3. Quality of Covert Channel

In order to evaluate the quality of the proposed EM covert channel, multiple network
quality metrics were considered and experimentally evaluated. Bit error rate (BER) is a
measure of the percentage of bits with errors against the total number of bits transferred
through the network. One factor that can affect the BER is the physical distance between
the transmitter and receiver on the network. In order to evaluate how the BER varies
with distance between the target Ethernet cable and the attacker’s hardware, the following
experiment was conducted. While keeping the data rate of the covert channel to 4 bps, and
the Ethernet cable type to Cat5 UTP, the distance between the victim computer and the
SDR receiver were varied from 0 m to 2 m. The EMR signal was captured at 220 MHz and
demodulated to retrieve the data. Figure 5 illustrates the variation of BER with distance.
At 2 m distance, the BER reaches an acceptable 25%.
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Figure 5. Bit error rate with respect to the distance and data rate.

The signal-to-noise ratio (SNR) is a measure of how clear the transmitted signal is
against the background noise in the physical medium. The variation of SNR was calculated
for the previous experiments, along with the distance between the victim computer and
the attacker’s hardware setup. The SNR varied from approximately 19 dB at 0 m to 4 dB at
2 m distance for Cat5 UTP cable.

Another important aspect of the proposed covert channel is the ability to transfer
data in an acceptably fast rate. To evaluate the data rates achievable through the proposed
covert channel, the following experiment was conducted. From the target computer, frames
were transferred at different data rates and captured in the corresponding EM traces. The
captured EM traces were demodulated to calculate their BER at different data rates. The
bottom of Figure 5 illustrates the variation of BER against the data rate on the network. It is
evident that the BER linearly increases from 0% to approximately 45% while the data rate
varies from 2 bps to 12.5 bps. According to the figure, with a Cat5 UTP cable, a data rate of
4 bps can be achieved without any bit errors from a distance of 2 m.

7. Discussion

Various countermeasures can be taken to avoid the deployment of these kinds of
attacks. One of them is to use shielded Ethernet cables, which can eliminate radiation
emissions to a significant extent. Metal shielding around the cable is widely used to reduce
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EM interference from other sources, as well as to limit the emission of EM radiation from
within the cable to the outside. However, employing fully shielded cables costs over twice
the price of using standard UTP cables. This is due to the special material included inside
an Ethernet cable, in addition to the twisted pairs of wires. Due to cost constraints, the
latter option may be preferred in many networks including industrial environments where
ICSs are deployed, even though it reduces the overall security.

Another option would be to use network monitoring tools to monitor the network
and detect abnormal activities. These tools can be configured to detect the packet bursts
that create EM covert signals. In such a case, it can block access to the network interface or
disable the network interface altogether as a countermeasure. It requires further research
to explore the potential of such use of network monitoring tools.

When an ICS is operating with a potentially vulnerable wired network, radio signal
jammers can be employed as a viable countermeasure. Modern signal jammers can jam the
entire bandwidth of a signal’s emitting spectrum. When the specific frequency range of
a device’s EM radiation is blocked by a jamming signal, the noise may increase the error
rate of the covert channel’s transmission, rendering it unusable. However, it is still possible
for higher harmonics of an EM radiation of an Ethernet cable to fall outside the frequency
range being jammed. In such circumstances, an attacker may potentially use such a higher
harmonic of the information-leaking signal for the covert channel, bypassing the blocked
frequency limitations.

When initially designing the experimentation conducted as part of this paper, it was
believed that EMR from Ethernet cables would not travel any considerable distance, and
therefore, this work used a near-field antenna to capture the EMR. However, it was found
that this signal remains capturable without using a near-field antenna from distances as far
as 2 m. Therefore, it is possible to employ this covert channel from much further distances
with the help of a suitably focused antenna.

ICS networks, as with any other wired network, are under threat from various sources.
However, unlike other general purpose wired networks, ICS networks consist of special-
purpose devices, which operate autonomously to execute an industrial functionality, such
as controlling a production line. Due to the use of specialised hardware in the network, an
attacker can fine-tune an attack to specifically match known weaknesses and vulnerabilities
on the special-purpose hardware used in an ICS network. This possibility puts ICS networks
under a broader threat than general wired networks. Similarly, the demonstrated EM-based
covert channel can be fine-tuned to the specific nature of hardware and network cables
used on a specific ICS network, such as the specific EM radiation emitting frequencies.
Therefore, it is necessary for operators of ICS networks to keep potential EM-based attacks
and covert channels under close watch.

8. Conclusions

This work presented a novel method to create a covert channel leveraging wired
Ethernet cables, commonly used in ICSs and other networked devices. Malware residing in
the target’s computer deliberately sends packet bursts to the Ethernet cable, encoding the
desired data to exfiltrate by modulating the packet patterns used. The attacker captures the
EMR from the Ethernet cable and subsequently demodulates it to recover the transmitted
data. The covert channel is evaluated from multiple aspects, revealing that it can operate
reliably under low data rates, i.e., 4 bps, from a distance of 2 m. The emitting frequency
finding phase generated a massive EM dataset that is feature-rich and can be used in
further research. The volume of network generated EM data gathered as part of this
approach opens up several avenues for further research leveraging artificial intelligence on
the volume of network traffic collected [25].
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