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1 Introduction

The increasing consumer reliance on electronic devices has risen to a level where it is easier
for attackers to compromise the privacy and security of an individual’s digital information
than by any other means. Private information is stored in a wide variety of digital platforms
including mobile phones, personal computers, social media profiles, cloud storage, etc. [6].
The recent emergence of Internet of Things (IoT) devices, which integrates into the fabric
of everyday life, enables the digital recording of even more personal information. The field
of information security deals with the challenge of keeping this sensitive data from falling
into the hands of unauthorized parties. However, when criminal and illegal activities involve
electronic and computing devices, law enforcement authorities require access to each suspect’s
private data, under warrant, in order to collect potentially pertinent evidence [7]. In this
regard, the fields of information security and digital forensics are juxtaposed with each other.

Modern personal computers and mobile devices provide facility to encrypt the device’s
main storage and other non-volatile data storage. While this functionality was first offered
as an option to users on initial setup of these devices, it is increasingly the default behaviour,
especially on mobile environments, such as iOS and Android [1]. While IoT devices have
limited data processing power and storage capabilities, lightweight cryptographic mechanisms,
such as elliptic curve cryptography, are often utilised in many platforms. Encrypted data has
long been identified as a potentially rich source of evidence. Many cases have been hampered
when encrypted data was encountered [3]. With respect to IoT devices, even if encryption is
not employed, the lack of standardised interfaces to access the stored data can still pose a
significant challenge.

2 Electromagnetic Side-Channel Attacks to the Rescue

Side-channel analysis has been proven to be effective against many security mechanisms
on computing systems. Accessing unauthorized regions of volatile and non-volatile storage,
intercepting regular operations of applications and processes, alongside many other promising
possibilities for the approach [4]. Among various side-channel attacks, electromagnetic
(EM) side-channel analysis is an interesting category of attacks that does not require an
attacker to have physical access to the target device. This means that passive observation of
unintentional EM wave emissions from a target device opens up a window to an attacker to
infer the activities being performed and the data being handled on the target [8]. Without
running any specific software on the target device, and without tapping into its internal
hardware, EM side-channel attacks can provide a seamless access point for the attacker.
Recent advances in the domain show that such attacks are capable of retrieving sensitive
data or inferring the data being processed, such as encryption keys [5].
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2 Leveraging Electromagnetic Side-Channel Attacks for Digital Forensics
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Figure 1 A significant proportion of typical digital forensic investigations is focused on non-
volatile storage, i.e., hard disks. However, with the incorporation of EM side-channel analysis into
the process, live data forensics can be performed if the device is seized powered on.

Most mobile devices and IoT devices seized for forensic investigations tend to be powered
on when they are found. However, legal requirements for digital forensic investigation demand
that, ideally, investigations should be performed without inadvertently, or intentionally,
modifying any information. Meeting this requirement often prevents an investigator from
compromising the software and hardware while acquiring evidence [2]. Due to the nature of
EM side-channel analysis, it has a desirable hands-off quality from a forensic perspective and
has the potential to act as a manner to unobtrusively access the internal information from a
device. Figure 1 illustrates the workflow of actions taken in a typical digital forensic analysis
of a device and where the EM side-channel analysis may fit in for cases involving encrypted
content, or bespoke filesystems, protocols and hardware.

3 Potential Research Avenues

With the current challenges in digital forensics and the state-of-the-art of EM side-channel
analysis, it is important to identify the future potential impact for digital forensics from
these attacks.

More Frequent Cryptographic Operations
Encrypted storage is becoming commonplace in both desktop and mobile devices which
makes access to encrypted file systems causes an increased number of cryptographic CPU
operations. It increases the opportunity to perform EM side-channel attacks.
Combined Side-Channel Attacks
Instead of using a single side-channel attack in isolation, combinations of multiple side-
channel attacks directed towards a single computer system can prove more fruitful
Backscatter Side-Channels
Internal operations of electronic circuits (including CPUs) could demonstrate the backscat-
ter effect on ambient RF sources during their operation. The potential of using externally
generated RF signals near a target CPU and whether internal CPU operations modulate
the RF signal in some predictable manner requires further exploration.
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File Signatures
When a computer is handling media files which are mostly in compressed formats, it is
possible that the EM emissions from the CPU can contain the distinguishable signatures
of the files. This could potentially lead to the ability to identify the files being handled
by a device.
Packet Analysis at Network Devices
There can often be an operational need to investigate a live wired network without
physically tapping into the hardware. If the EM emission patterns of networking devices
forwarding and/or processing packets are distinguishable, there are opportunities to
perform interesting analysis on routers by observing their EM emissions.
Easy Access to Electromagnetic Spectrum
Recent advancements in SDR hardware enables new opportunities for accessing radio
spectrum for non-specialists. Digital forensic analysis should be possible through the
leveraging of EM side-channels detected on SDR based hardware and software platforms.
Advancements in Machine Learning
Recent advances that have been made in the area of artificial intelligence (AI) have
demonstrated promising applications to many other domains across computer science
EM side-channel analysis techniques that previously required human intervention can be
automated through the development of AI techniques.
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